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On his first full day in office, President Obama issued a Memorandum on
Transparency and Open Government (White House, 2009a) committing
his Administration to create an unprecedented level of openness in govern-
ment and indicating his belief that government should be transparent,
participatory, and collaborative. This chapter examines the Obama
Administration through June 2010, and looks at how closely the admin-
istration is hewing to its promises, in the context of the legacy of secrecy
it inherited.
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In a report issued a little more than a decade ago, Senator Daniel Patrick
Moynihan analyzed the organizational culture surrounding access to
classified information. His insights provide, I believe, a useful way of looking
at not just classified information but our current confrontations with
Government Secrecy
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expanding government secrecy: that ‘‘secrecy [i]s a normal mode by which
bureaucracies conduct their business,’’ and that ‘‘secrecy is a mode of
regulation.’’ Although normal regulation is widely promulgated because it
concerns how citizens must behave, in the case of secrecy, as Moynihan notes,

the citizen does not even know that he or she is being regulated. Secrecyy concerns

what citizens may know; and the citizen is not told what may not be known.

(Commission, 1997)

This chapter examines the Obama Administration through June 2010,
and looks at how closely the administration is hewing to its promises,
particularly in light of the legacy of secrecy inherited from the eight years of
the Bush-Cheney administration.1 The greatest public awareness of the
impact of the Bush years has centered on issues of national and homeland
security. The Obama administration inherited a bureaucracy for which
secrecy was the normal mode.

The chapter first looks at the part of government information that is not
generally affected by concerns of national security, called here ‘‘domestic
right to know.’’ The Administration has focused its most public efforts in
this field, beginning with the President’s first-full-day-in-office directives to
the executive branch. The second half of this article looks at the scale of
Obama’s reforms in the area of national or homeland security.
DOMESTIC RIGHT TO KNOW

Open Government

On his first full day in office, President Obama issued a Memorandum on
Transparency and Open Government (White House, 2009a) committing his
Administration to

Creat[e] an unprecedented level of openness in Government.

We will work together to ensure the public trust and establish a system of transparency,

public participation, and collaboration. Openness will strengthen our democracy and

promote efficiency and effectiveness in Government.

The three key principles he laid out are transparency, collaboration, and
participation. The Memorandum states that,

Government should be transparent. Transparency promotes accountability
and provides information for citizens about what their Government is doing.
Information maintained by the Federal Government is a national asset.
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Government should be participatory. Public engagement enhances the
Government’s effectiveness and improves the quality of its decisions.
Knowledge is widely dispersed in society, and public officials benefit from
having access to that dispersed knowledge.
Government should be collaborative. Collaboration actively engages
Americans in the work of their Government (White House, 2009a).

On January 21, 2009, the President also issued a Memorandum on the
Freedom of Information Act, (White House, 2009b) which opens by noting:

A democracy requires accountability, and accountability requires transparency. As

Justice Louis Brandeis wrote, ‘sunlight is said to be the best of disinfectants.’ In our

democracy, the Freedom of Information Act (FOIA), which encourages accountability

through transparency, is the most prominent expression of a profound national

commitment to ensuring an open government. At the heart of that commitment is the

idea that accountability is in the interest of the Government and the citizenry alike.

(White House, 2009b)

To begin the process of making these commitments actual, the Admin-
istration directed agencies to develop and publish open government plans.2 It
is now beginning to move toward ensuring the implementation of these plans
and changing the default setting, the normal mode, to openness. All of these
initiatives are in the early stages, but, at least in some top layers of the
agencies involved, there does appear to be commitment and enthusiasm.

Will these be promises on which the public can collect? All of these
initiatives are in the early stages, but, at least in some top layers of the
agencies involved, there does appear to be commitment and enthusiasm.
Many agencies have put large amounts of data on Data.gov and have held
online forums, but the harder work will be getting them to proactively
disclose records and other kinds of information, to make the Freedom of
Information Act work more effectively, and to create greater public
engagement in governance and not just sharing ideas.
FOIA

The ‘‘Summary of Annual FOIA Reports for Fiscal Year 2009,’’ (which
began October 1, 2008) compiled by the Department of Justice Office of
Information Policy (OIP) from agencies’ annual FOIA reports, indicates:

the number of backlogged requests pending as of the end of Fiscal Year 2009 was 77,377.

This figure represents approximately fourteen percent of the requests received during the

fiscal year. Significantly, the overall backlog dropped by 55,918, from 133,295 backlogged

requests in Fiscal Year 2008, which represents a reduction of over forty percent.
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and

the total number of reported backlogged FOIA administrative appeals for Fiscal Year

2009 was 6116, down slightly from the 6197 reported in Fiscal Year 2008. Of the federal

departments, HUD reported no backlog of administrative appeals. DOE reported two,

and the Department of Education had twenty-eight backlogged administrative appeals.

DHS reported the highest number of backlogged administrative appeals with 2747.

DOD reported 575, and the Department of State reported the third highest number at

458. (Office of Information Policy, 2010)

As the March 2010 National Security Archive FOIA Audit, ‘‘Sunshine
and Shadows: The Clear Obama Message for Freedom of Information
Meets Mixed Results,’’ notes however, the changes under the Obama
Administration in the FOIA realm have been mixed. Although, the
Department of Justice cited increases in the number of pages released
under FOIA as evidence of progress toward greater transparency – the data
in agency reports shows that Justice had improved its release rate and
decreased its withholding, the Archive noted that only three other agencies
also had ‘‘statistics aligned in a manner that clearly increased releases to the
public.’’ These agencies are the Department of Agriculture, Office of
Management and Budget, and Small Business Administration.

Indeed, according to the audit, five agencies – Department of State,
Department of Transportation, National Aeronautics and Space Adminis-
tration, National Reconnaissance Office, and Department of the Treasury –
actually raised red flags by releasing less and withholding more than they did
in 2008. As the title of the report noted, the record for most agencies is
mixed; 18 of the 28 agencies that handle more than 90 percent of FOIA
requests government-wide had a mix of increased or decreased releases and
withholding.3 The variation noted by the Archives is evident in the numbers
cited:

4 agencies appear to be releasing more and withholding less;
18 agencies have mixed release and denial results; and
5 agencies appear to be releasing less and withholding more (National
Security Archive, 2010).

In addition to the results about withholding and releases, 35 agencies
responded that they have no records about implementation of the Obama
FOIA policies, and 11 agencies responded with evidence that they circulated
the memos ‘‘with some commentary that suggests a change in tone, but
provided no documentation of concrete changes’’ (National Security
Archive, 2010). Only 13 of the 90 agencies provided documentation of
concrete changes to their FOIA practices; an additional 14 provided
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evidence of enhanced training on the presumption of disclosure directed by
President Obama (National Security Archive, 2010).

Although the White House complained vociferously about the Archives’
report, on March 16th Chief of Staff Rahm Emanuel and Counsel to the
President Bob Bauer issued a Memorandum for Agency and Department
Heads to request better implementation of the President’s memorandum,
asking agencies to

take action as follows to ensure full implementation of the President’s Memorandum on

FOIA. First, you should update all FOIA guidance and training materials to include the

principles articulated in the President’s Memorandum. Second, you should assess

whether you are devoting adequate resources to responding to FOIA requests promptly

and cooperatively, consistent with the requirements for addressing this Presidential

priority. (Emanuel and Bauer, 2010)

As a FOIA litigant in a January 2010 Washington Post article (Leonnig,
2010) noted, ‘‘turning over a new leaf is more difficult than they had
expected’’ (see Patrice McDermott, 2007). Moreover, while many of the
Washington-based nonprofit groups have noted, in meetings with the White
House and to the Department of Justice (and the Office of Government
Information Services at NARA), their ability to call the Special counsel to
the President for ethics and government reform and get action on problems,
this is not the case for individuals (or media) inside or outside of DC.4 As
the Washington Post article noted,

Some little-known requesters complain that they are getting the same runaround from

the same officials who turned them down under Bush. Jim Lesar, a veteran public

records lawyer, said big-name cases – such as Citizens for Responsibility and Ethics in

Washington seeking White House visitor logs – get attention from the Obama

administration but others do not.

Except in those high-level cases, the Obama memorandum is close to meaningless.

(Leonnig, 2010)

OpenTheGovernment.org found very mixed results even for groups
like CREW in its 2009 Secrecy Report Card (OpenTheGovernment.org,
2009b):

As a result of the Obama Memorandum and the Holder Guidelines (Holder, 2009a),

in two known cases, CREW vs. EPA and CREW vs. Council on Environmental Quality,

the agency made additional releases of previously withheld material after agreeing

to re-review documents withheld under Exemption 5 to the FOIA. We have heard

anecdotally of a few other such instances, but this does not seem to be the trend.

(OpenTheGovernment.org, 2009a)
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Not surprisingly, the White House took exception to the main argument
of the Washington Post article, arguing:

Contrary to the Post’s assertions, the amount of litigation is already declining. The

Department of Justice found that 22 fewer FOIA cases were filed in 2009 than 2008. And

agencies are making more voluntary releases of information. The Department of Justice

granted 13 percent more FOIA requests in part in 2009 than it did in the last year of the

previous Administration, and granted 5 percent more in full than it did in the previous

year. Those are meaningful increases that illustrate the impact of the Administration’s

FOIA policy. (Eisen, 2010)

As the National Security Archive noted in its audit, though, while an
increase in releases in full and in part does signal that more information is
reaching the public, ‘‘those data points on their own do not necessarily mean
the agency is using its discretion to release material it would not have
released in the past.’’ The data points could indicate a number of possible
changes in how requests are processed by agencies:

The increase could simply mean that the agency is processing more requests than in the

past (which is also a good thing). If an increase in releases is coupled with a decrease in

denials, the statistics suggest that the agency may be looking at the records with a fresh

perspective. Here again, the data for FY 2009 show extremely mixed results. (National

Security Archive, 2010)

Additionally, an Associated Press review of the Freedom of Information
Act reports filed by 17 major agencies, also issued in March 2010,5 found
that the use of nearly every one of the law’s nine exemptions to withhold
information from the public rose in fiscal year 2009 (Theimer, 2010).6

Among the most frequently used exemptions was Exemption 2, which ‘‘lets
the government hide records that detail its internal decision-making.’’ The
AP review noted that, while President Obama specifically directed agencies
to stop using that exemption so frequently – the President instructed
agencies that information should not be withheld merely because ‘‘public
officials might be embarrassed by disclosure, because errors and failures
might be revealed, or because of speculative or abstract fears’’ (White
House, 2009b). That directive appears to have been widely ignored.
According to the review, major agencies cited that exemption at least
70,779 times during the 2009 budget year, up from 47,395 times during
President George W. Bush’s final full budget year. Moreover, the review
found that major agencies cited that or other FOIA exemptions to refuse
information at least 466,872 times in budget year 2009, compared with
312,683 times the previous year (Theimer, 2010).
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Case Example of FOIA under Pressure – Photos of Detainee Abuse

One of the cases noted in OpenTheGovernment.org’s ‘‘FOIA Risk
Assessment’’ (OpenTheGovernment.org, 2009b) had to do with the photo-
graphs of detainee abuse. The photographs are part of a 2003 Freedom of
Information Act request by the ACLU for all information relating to the
treatment of detainees – the same battle that led to President Obama’s
decision to release memos from the Bush Justice Department’s Office of
Legal Counsel providing legal justifications for brutal interrogation
methods.

The Bush administration argued that these photographs were exempt in
their entirety from disclosure under the exemption (7(f)) for law enforce-
ment records that could reasonably be expected to endanger ‘‘any
individual.’’ Both the district court and the Second Circuit Court of
Appeals (2008) rejected the government’s argument that release of the
photos was protected from disclosure under the FOIA because it would
cause harm to a large, undefined group of individuals (including U.S. troops
abroad, other Coalition forces, civilians in Iraq and Afghanistan, and the
American public generally). The Second Circuit Court found that the
exemption was not intended ‘‘as an all-purpose damper on global
controversy’’ (Hamblett, 2008).

After this ruling, the Justice Department, in a letter dated April 23, 2010,
wrote to Judge Alvin K. Hellerstein of the Southern District, to say that the
Pentagon had agreed to release 44 photographs involved in the case, plus
‘‘a substantial number of other images’’ gathered by Army investigators
showing detainee abuse of prisoners in Afghanistan and Iraq during the
Bush administration (Dassin, 2009).

But, in a letter sent May 13, 2010 to Judge Hellerstein, the acting US
Attorney wrote that while his previous April 23 letter informed the court
that the Obama administration had decided not to seek certiorari of the
Second Circuit Court’s ruling to force the release of the photographs, his
office had ‘‘been informed today that, upon further reflection at the highest
levels of Government, the Government has decided to pursue further
options regarding that decision, including but not limited to the option of
seeking certiorari.’’ However, the Obama argument would be made on
national security grounds, not under law enforcement grounds (Gerstein,
2009c, May 13).

Also in May, the Senate passed, without recorded objection, an
amendment to the Supplemental Appropriations Act of 2009 (S. 2346)
which would withhold any ‘‘photograph relating to the treatment of
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individuals engaged, captured, or detained after September 11, 2001, by the
Armed Forces of the United States’’ if the Secretary of Defense certifies that
the release of the photos could endanger citizens or the armed forces offered
by Senators Joseph Lieberman (I-Conn.) and Lindsey Graham (R-S.C.). In
June, liberal members of the House objected and managed to get the measure
stripped from the conference report. The Senate agreed to drop the provision
only after Obama spoke to senators by phone and assured them that he
would do whatever he could to prevent the photos from being disclosed
(Gerstein, 2009a, August 7). And he did. A homeland security appropriations
bill passed October 29, 2009 by Congress and signed by the president grants
the Department of Defense authority to withhold the photographs.

In late November, the Supreme Court threw out the federal appeals court
ruling, citing the new statute that allows the Defense Secretary to withhold
such photos.
Executive Privilege

Executive Privilege refers to the assertion made by the President or,
sometimes, other executive branch officials when they refuse to give
Congress, the courts, or private parties’ information or records which have
been requested or subpoenaed, or when they order government witnesses
not to testify before Congress. As Ian Milhiser (2010) notes, the term is
often used as a blanket term to refer to any presidential assertion that an
executive branch document should not be disclosed, but the courts have
recognized both a stronger and a weaker form of executive privilege:

The stronger formy the ‘‘presidential communications privilege’’y applies to com-

munications made directly to the president so long as those communications occur ‘‘in

performance of [a president’s] responsibilities’’ and ‘‘in the process of shaping policies

and making decisions.’’ [It] may also apply to communications authored or solicited

and received by those members of an immediate White House adviser’s staff who have

broad and significant responsibility for investigating and formulating the advice to be

given the President on the particular matter to which the communications relate.

Communications authored by agency officialsy are not subject to the presidential

communications privilege unless the documents were specifically solicited and received

by the president or an appropriate White House advisor to the president.

The weaker form of executive privilegey the ‘‘deliberative process privilege,’’y applies

to discussions among executive branch officials that are part of the government’s

decision-making process. This privilege can apply to executive branch officials outside of

the president’s inner circle, but it is both more limited in scope and easier to overcome

(Milhiser, 2010).
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A CRS Report to Congress (Rosenberg, 2008) updated in August 2008,
provides a summary recounting of assertions of presidential claims of
executive privilege from the Kennedy Administration through the G. W.
Bush Administration:
Kennedy
 2

Johnson
 3

Nixon
 4

Ford
 1

Carter
 1

Reagan
 3

G.W.H. Bush
 1

Clinton
 5

G.W. Bush
 6
By this way of counting, Obama is still at 0, and the Administration did
not invoke the privilege with reference to Elena Kagan’s work files as
Solicitor General.

As Emily Berman (2009) notes, though, in writing about presidential
claims in reference to congressional requests,
The number of executive privilege assertions presidents actually make is not large – no

more than a handful in any post-Nixon administration – but the number of privilege

assertions does not correlate to the size of the problem. In fact, the number of explicit

‘‘executive privilege’’ disputes is dwarfed by the number of information disputes between

Congress and the Executive that, though they do not always involve an explicit

presidential assertion of executive privilege, still force Congress to decide whether – and

how aggressively – to pursue information with an awareness that, if Congress pushes too

hard, the President may assert executive privilege. Knowing that every information

request might be met with executive resistance that it has no effective means of

overcoming, Congress is likely deterred from requesting more information than it

currently does. (Berman, 2009)

Thus, counting the number of times executive privilege is invoked does
not tell the full story. Instead, the most troubling executive privilege disputes
arise out of a system that contains design flaws that not only allow an
intransigent Executive to defy the needs of Congress with relative impunity,
but also suggest that even when a compromise is reached, it may not be the
compromise that best serves the public interest.

It is worth noting that, on January 21, 2009, the President decreed that
only he would have the power to assert executive privilege, so as to ‘‘limit its
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potential for abuse.’’ That is an important limitation on the agencies, but
not on the President himself.

President Obama also, in Executive Order 13489 on Presidential Records,
limited the invocation of executive privilege over the records of their
presidencies to living former Presidents. The Bush E.O. had allowed heirs or
designees to make claims of executive privilege for an indefinite period after
the death of a former President.

Opportunities to exhibit his own practices in this regard came early. In
January 2009, Representative John Conyers, Jr. (D-Mich.), in his capacity
as chairman of the House Judiciary Committee, subpoenaed Karl Rove to
testify before Congress about the Bush Administration’s firing of nine U.S.
attorneys and the prosecution of former Alabama governor Don Siegelman
on bribery charges (Conyers, 2009b, January 26). Rove, who had previously
refused to appear by claiming executive privilege, instructed his lawyer to
ask the Obama White House whether the same privileges currently exist.
The Obama Administration was able to avoid taking a stand on the issue: in
March 2009, an agreement was reached between the former Bush
administration official and Rep. Conyers (2009a, March 4).

It soon became apparent that the Administration’s own stances, at least
early on, have not been transformative. At a federal court hearing in
July, 2009, an attorney in the Justice Department’s Civil Division,
argued that the transcript of former Vice President Cheney’s 2004
interview with special prosecutor Patrick Fitzgerald, about the leak of
Valerie Plame’s covert CIA identity, should remain secret for as long as
10 more years to protect Cheney from any political embarrassment
that would result from the transcript being released. The US District
Court Judge Emmett Sullivan called this the ‘‘Daily Show exemption.’’
The Justice Department argued that, if released sooner, the transcript
would become part of the ‘‘political fray’’ and that, by withholding it
for as long as 10 years, its use would be limited to historical purposes
(Leopold, 2009).

The Department argued in court documents (DOJ, 2009) that just because
Cheney voluntarily agreed to be interviewed by the special prosecutor
investigating the leak does not mean Cheney ‘‘waived any privileges to which
he may have been entitled to’’ since ‘‘none of the privileges at issue here was
ever his to waive.’’ In a footnote contained in a 12-page court filing, Justice
wrote, ‘‘These privileges belong to the government. The presidential com-
munications privilege belongs to the President; the deliberative process
privilege asserted here belongs to the White House; and the law enforcement
privilege asserted here belongs to DOJ.’’
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On October 1, 2009, Judge Emmet Sullivan (2009) rejected the DOJ
claims that the entirety of the records should be withheld because their
disclosure could discourage White House officials from cooperating in
future investigations, calling the prospect of such inquiries ‘‘incurably
speculative’’ and the impact of such an argument ‘‘breathtakingly broad’’
and ‘‘in direct contravention of ‘the basic policy’ of’’ the Freedom of
Information Act. Sullivan ordered the Justice Department to release notes
and summaries of former Vice President Dick Cheney’s 2004 interview with
Special Prosecutor Pat Fitzgerald in the CIA leak case. The judge did allow,
however, the withholding of details about Cheney’s talks with CIA Director
George Tenet about Ambassador Joe Wilson’s trip to Niger, talks with
National Security Adviser Condi Rice, discussions regarding the 16 words in
the 2003 State of the Union Address, discussions about how to respond to
press inquiries about the leak of CIA officer Valerie Wilson’s identity, and
Cheney’s involvement in declassification discussions (Gerstein, 2009b,
October 1; CREW, 2009).

On December 1, 2009, though, the White House announced that then-
Social Secretary Desirée Rogers would not be testifying to Congress about
the Salahis, a couple who managed to enter a state dinner without an
invitation and to shake hands with President Obama. Rogers was invited by
the House Homeland Security Committee, not subpoenaed, and the White
House invoked ‘‘separation of powers,’’ not executive privilege:

I think you know that based on separation of powers, staff here don’t go to testify in

front of Congress,’’ said press secretary Robert Gibbs in his daily briefing. ‘‘She will not

be testifying in front of Congress tomorrow. (Scherer, 2009)

According to the Congressional Research Service, President Obama has
not (as of the end of June 2010) asserted executive privilege in response to
congressional information seeking.7

In January 2010, the American Civil Liberties Union sued the Justice
Department in federal district court in Washington to obtain a copy of the
report on the attorneys in the DOJ Office of Legal Counsel prepared by
the department’s Office of Professional Responsibility. Although the
House Judiciary Committee released a redacted copy of the report on
February 19 – a few days before the department’s deadline to respond to the
ACLU suit – the ACLU did not drop the suit. ACLU seeks, among other
things, names of Justice personnel, their legal analysis and communications
among government lawyers. On June 30, 2010, Justice Department attorneys
asked the judge in the case in the US District Court for the District of
Columbia to grant summary judgment in favor of the government. Among
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the arguments presented in the filings, a CIA information review officer
for detainee-related matters said in a declaration that disclosure of classified
information in the report ‘‘would make future counterterrorism efforts
less effective and would cause exceptionally grave damage to the national
security’’ (Scarcella, 2010). She said the presidential communication
privilege is being asserted to keep secret ‘‘eight short passages’’ about
senior presidential advisors and officials from the CIA and the Justice
Department. Certain passages describe meetings among these officials, and
the passages:

reflect opinions voiced by or questions posed by these same senior presidential advisors.

The presidential advisors involved in these communications would have reasonably

expected their discussions and deliberations regarding sensitive national security matters

to remain confidential. (Scarcella, 2010)
Signing Statements

As a candidate, Senator Obama opposed President Bush’s use of signing
statements to reject provisions of the law as intrusive on Presidential
authority, and promised he would not follow the practice. Once in office,
however, President Obama pivoted on the issue – issuing several signing
statements that have rankled Members of Congress and the public.

As of the May 2010, President Obama has issued eight signing statements
(Presidential Signing Statements, 2010). A few of these statements are
merely ceremonial, but most challenge specific provisions of the law. One
statement in particular has sparked a public disagreement between the
President and the House of Representatives. In the statement accompanying
the Supplemental Appropriations Act of 2009 (P.L.111-32), the President
stated that limitations on some international funding would ‘‘interfere with
my constitutional authority to conduct foreign relations by directing the
Executive to take certain positions in negotiations or discussions with
international organizations and foreign governments, or by requiring
consultation with the Congress prior to such negotiations or discussions.’’
The House countered by attaching an amendment to the FY 2010
Department of State, foreign operations, and related programs bill (H.R.
3081) which would bar the Treasury Department from dispersing any funds
that do not meet conditions set by the Supplemental Appropriations bill.8
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NATIONAL AND HOMELAND SECURITY

State Secrets Privilege

The executive branch has broad, near unilateral authority to declare
information a ‘‘state secret.’’ In 1953, the US Supreme Court allowed the
executive branch to keep secret, even from the Court, details about a
military plane’s fatal crash. This ruling, United States v. Reynolds, gave the
executive branch power to impose secrecy with little opportunity for appeal
or judicial review when the information at issue would pose a ‘‘reasonable
danger’’ to national security. The privilege, which has its roots in common
law, has become a popular tool for the executive branch to shield itself
against inquiries and litigation. Moreover, the trend is toward the
government claiming this privilege earlier in civil litigation, to block
discovery. The end result is often the complete dismissal of cases, denying
both judicial review of alternative methods of presenting the information
needed by the litigants and the possibility of adjudication on issues not
related to the claim of state secrets. The privilege was invoked only 6 times
between 1953 and 1976, but was used a reported 48 times during 2001
through 2008 – an average of 6 times per year in 8 years and more than
double the average (2.46) in the previous 24 years (OpenTheGovernment.
org 2009a).

As a presidential candidate, Senator Obama campaigned in favor of a law
that would regulate the use of the state secrets privilege. Once sworn into
office, however, he has deeply disappointed advocates who had hoped he
would act quickly to rein in the abuse of the privilege to shut down
litigation. This area is the one where there is the most contention between
the community of openness advocates (particularly those who work on civil
liberties and human rights) and the administration.

In February 2009, Attorney General Holder announced that the
Department of Justice (DOJ) would conduct a review of on-going litigation
from the Bush Administration in which the state secrets privilege has been
invoked. Thus far, the Administration has not changed course on any of the
reviewed cases.

Attorney General Holder on September 23, 2009, issued a memorandum
specifying new procedural and substantive changes to current practice.
It specifies that the use of the state secrets privilege must be supported by an
evidentiary record that justifies its use and demonstrates that it is necessary
in order to avoid ‘‘significant harm’’ to the national security. A recom-
mendation to invoke the privilege must be reviewed by senior Justice
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Department officials, and approved by the Attorney General. The policy
also provides for Inspector General review of claims of government
wrongdoing when adjudication of those claims is prevented by the privilege.
It reserves, however, decisions over the exercise of the privilege to the
executive branch (Holder, 2009b).

As advocates wrote in a letter in June 2009, however,

Over time, the common law state secrets privilege has evolved into an alternative form of

immunity that has increasingly been used to shield the government and its agents from

accountability in cases challenging national security programs.

Instead of evaluating pieces of evidence on a case-by-case basis and excluding only the

information that would harm national security, some courts have applied the privilege

by dismissing cases in their entirety at the pleadings stage, thereby preventing citizens

from seeking redress and barring a public airing of the merits of the case. Only legislation

can stop this miscarriage of justice and ensure that the state secrets privilege is used only

as a shield for national security information and not a sword to strike down cases

prematurely. (AALL et al., 2009)

Legislation to clarify judicial procedures for review of invocations of the
privilege has been introduced, but has been bogged down, apparently over
how much deference should be given to the Administration’s claims of
national security harm.

President Obama’s DOJ cited the state secrets privilege in filing a motion
to dismiss a case brought by the Electronic Frontier Foundation (EFF)
against the government for warrantless wiretapping, Jewel v. NSA (See
www.eff.org/cases/jewel). In that April 2009 filing, the Obama Administra-
tion demanded dismissal of the entire lawsuit and went even further than
invoking the state secrets by arguing that the government has ‘‘sovereign
immunity’’ against any such claims. This new claim represents a broad
expansion of the concept of executive powers.

In June 2009, the Obama administration maintained the Bush Admin-
istration position in Mohamed vs.Jeppesen DataPlan (see www.aclu.org/
safefree/torture/29921res20070530.html), arguing that trying the lawsuit,
which alleges that Boeing chauffeured terror suspects to secret CIA torture
prisons, would compromise security. An appeals court rejected this state
secrets argument earlier in 2009, as did a district judge in 2009 – in a
separate case, Al-Haramain Islamic Foundation vs. Bush (see www.eff.org/
deeplinks/2009/01/government-motion-dismiss-al-haramain-spying-case-) –
when the Bush administration tried to stop the charity from suing the
government for allegedly wiretapping it without a warrant. The Obama
Justice Department also upheld the Bush Administration’s state-secret

http://sites.google.com/site/opengovtplans/home
http://www.eff.org/cases/jewel
http://www.eff.org/cases/jewel
http://www.aclu.org/safefree/torture/29921res20070530.html
http://www.aclu.org/safefree/torture/29921res20070530.html
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stance in the Al-Haramain case, even threatening to ‘‘spirit away the top-
secret documents’’ if the judge did not reconsider (Johnson, 2009).

More disturbingly, in July 2009, the New York Times reported (Liptak,
2009) that the Obama administration filed a friend-of-the-court brief to the
Supreme Court which, ‘‘though no one had asked,’’ stated that the state
secrets privilege has a constitutional basis. The case has to do with whether a
party has the right to an immediate appeal under the collateral order
doctrine from a district court’s order finding waiver of the attorney-client
privilege and compelling production of privileged materials.

Critically, the Administration’s new approach, – rooting the privilege in
the Constitution – could hinder Congress’s legal ability to regulate it.

In late October 2009, the Department of Justice invoked the privilege in
Shubert v. Obama, a lawsuit filed in 2006 by four residents of Brooklyn, New
York who allege their overseas phone calls were illegally intercepted by the
National Security Agency as part of a massive ‘‘dragnet’’ of warrantless
surveillance ordered by President Bush after the September 11 attacks
(Isikoff, 2009). In his statement (Holder, 2009c), the Attorney General
averred,

The present case was reviewed under this new process. The Director of National

Intelligence and the Director of the National Security Agency certified to the

Department that disclosing information at issue in the case would jeopardize national

security and provided classified information to support that conclusion. A review

committee of senior Department officials, the Associate Attorney General, and the

Deputy Attorney General all reviewed that information. Based on the recommendations

from this review process, as well as my own personal review of the information provided,

I concluded that we had no alternative but to assert the privilege to prevent the exposure

of intelligence sources and methods.

As part of our internal Department review, we specifically looked for a way to allow this

case to proceed while carving out classified information, and ultimately concluded there

was no way to do so. Much like previous litigation in which the government asserted the

privilege, the core claims in this case involve questions about ongoing intelligence

operations, and allowing it to proceed would disclose critical activities of high value to

the national security of this country. (Holder, 2009c)

As Isikoff notes, though, the DOJ attorneys justified the action by filing
an affidavit from President Obama’s director of national intelligence,
Dennis Blair, that was nearly identical to one filed by President Bush’s
intelligence director, J. Michael McConnell, in 2007.

On January 21, 2010, the cases (Jewel and Shubert) were dismissed by the
court on the grounds of the plaintiffs’ lack of standing, but ‘‘various other
grounds advanced by the Unites States are not ruled on herein and form no
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part of the basis for this order’’ (U.S. District Court for the Northen District
of California, 2010). So no ruling was made by the court on the invocation
of state secrets privilege.

Since these cases, no other instances of the invocation have been identified
in public.
Classified Information

On May 27, President Obama issued a memorandum (White House, 2009c)
directing his Administration to conduct a review of classified information
and controlled unclassified information (CUI) policies.

The President needed to take action on classification by December 31,
2009 – the deadline for automatic declassification of hundreds of millions of
historical (more than 25 years old) records that agencies claimed were not
ready for declassification (after numerous extensions from the automatic
declassification requirements of the Clinton E.O.). As Meredith Fuchs
notes,

Even though this was essentially a legacy problem that developed under prior

presidential administrations, the Obama Administration did not want to be seen as

limiting transparency without also committing to improving transparency. Thus, last

May, President Obama directed the National Security Advisor to oversee an interagency

process to revise the Executive Order and improve the classification system.

This process involved a level of public input that has never before taken place during the

revision of an EO governing classification of national security information. (Fuchs,

2009)

President Obama’s memo (White House, 2009c) directed the Assistant to
the President for National Security Affairs, General James L. Jones, to
submit recommendations to the President within 90 days. At the request of
General Jones, the Public Interest Declassification Board (PIDB) launched a
process in late June 2009 to gather public input on classification and
declassification policies to inform the review. The PIDB gathered this input
through a combination of a public hearing at NARA and an online
Declassification Policy Forum, hosted on the Office of Science and
Technology Policy (OSTP) Blog.9 Contributions were solicited from the
public on four specific topics: declassification policy; envisioning a National
Declassification Center; classification policy; and technology challenges and
opportunities. On July 21, 2009, the PIDB reported (2009a and 2009b) to
General Jones.
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As Fuchs (2009) notes, a leak of a draft of the EO in September led to
criticism by a number of organizations because it lacked any commitment to
declassification and public release of records and failed to include significant
measures to address overclassification. She goes on to note the response of
the Administration to these criticisms,
[S]ignificantly, the EO and an accompanying Presidential Memorandum issued this week

include provisions that address some of the comments made by the public and reflect the

recommendations that came about through the government’s engagement with the

public. In that sense, even aside from the innovations present in the EO, this has been a

truly historic process that demonstrates the feasibility of public collaboration in

government policy.
President Obama signed Executive Order 13526 on December 29, 2009,
revoking E.O. 12958 and prescribing ‘‘a uniform system for classifying,
safeguarding, and declassifying national security information.’’ The order
made a number of significant changes to current information policies, such
as (1) requiring the establishment of a National Declassification Center at
the National Archives; (2) ending the E.O. 13292 policy of empowering
the Director of Central Intelligence to block declassification actions; and
(3) declaring that ‘‘no information may remain classified indefinitely’’
(White House, 2009d). The EO was accompanied with a Presidential
Memorandum indicating the president’s expectation ‘‘that the order will
produce measurable progress towards greater openness and transparency in
the Government’s classification and declassification programs while
protecting the Government’s legitimate interests’’ (White House, 2009e).

The Memorandum commits, among other things, that ‘‘a backlog of more
than 400 million pages of accessioned Federal records previously subject to
automatic declassification shall be addressed in a manner that will permit
public access to all declassified records from this backlog no later than
December 31, 2013’’ (White House, 2009d). That would be an increase
from the 2009 level of 44 million pages declassified per year to 100 million
pages per year. The EO breaks new (or restores old) ground. The
executive branch is in the process of implementing the Order, and the
National Archives is underway with the National Declassification Center.10

Although concerns remain about the high volume of classification of
information and what is broadly viewed as a high level of unnecessary and
overclassification, the Executive Order and the President’s accompanying
memorandum are generally seen as moving the executive branch in a
salutary direction.
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Sensitive but Unclassified11

The President’s May 27, 2009 memo (White House, 2009c) also directed his
Administration to conduct a review of controlled unclassified information
(CUI) policies. The memorandum called for the establishment of an
interagency task force to review current procedures for categorizing and
sharing CUI. The procedures to be reviewed were defined in the 2008
memorandum (White House, 2008) issued by President Bush setting up a
‘‘CUI Framework for designating, marking, safeguarding, and disseminat-
ing designated information.’’ The memo created a task force, chaired jointly
by the representatives of the Attorney General and the Secretary of
Homeland Security and including representatives from agencies inside and
outside the Information Sharing Environment, is directed to present
recommendations to the President on how to proceed with respect to the
CUI Framework within 90 days. During the review process, President
Obama directed agencies to continue to implement the CUI Framework.

Then, and now, federal agencies do not use uniform definitions of SBU
information12 or have consistent policies for safeguarding or releasing it.
This lack of uniformity and consistency raises issues about how to identify
SBU information, especially scientific and technical information; how to
keep it from those who would use it malevolently, while allowing access for
those who need to use it, including for government accountability.

This issue also involves implementation of the Freedom of Information
Act (FOIA). Following the 2001 terrorist attacks, the Bush Administration
issued guidance that reversed the previous Administration’s ‘‘presumption
of disclosure’’ approach to releasing information under FOIA and
cautioned agencies to consider withholding SBU information if there was
a ‘‘sound legal basis’’ to do so.13
White House Memorandum on Sensitive Information – 2002

On March 19, 2002, the White House issued joint Memoranda (White
House, 2002). The first, from White House Chief of Staff Andrew Card, said
that departments and agencies have an obligation to safeguard and not
disclose inappropriately Government records regarding weapons of mass
destruction which include chemical, biological, radiological, and nuclear
weapons. The Card memorandum urged agencies to withhold from
disclosure information that is ‘‘sensitive’’ and related to homeland security,
but would not meet the criteria for classification and thus not be exempt
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from disclosure under FOIA Exemption 1.14 All departments and agencies
were directed to review their records management procedures and, where
appropriate, their holdings of documents to ensure that they are acting in
accordance with the attached guidance.
Information Security Oversight Office – Department of Justice
Guidance on Sensitive but Unclassified Information

Attached to the Card Memo was the second memorandum: joint guidance
memo from the Information Security Oversight Office and the DOJ Office
of Information and Privacy. It directed all federal departments and agencies
to consider the need to safeguard information regarding weapons of mass
destruction, as well as other information that could be misused to harm the
security of our nation or threaten public safety. The need for safeguarding
such information should be considered on ‘‘an ongoing basis and also upon
receipt of any request for records containing such information that is made
under the Freedom of Information Act (FOIA), 5U.S.C. y 552 (2000)’’
(Emphasis added). The memorandum noted that ‘‘the appropriate steps for
safeguarding such information will vary according to the sensitivity of the
information involved and whether the information currently is classified’’
(White House, 2002).

Three such indicators of sensitivity were: Classified Information; Previously
Unclassified or Declassified Information; and Sensitive but Unclassified
Information. The memorandum noted that departments and agencies main-
tain and control sensitive information related to ‘‘America’s homeland
security’’ that might not meet one or more of the standards for classification
in Executive Order 12958. The ‘‘need to protect such sensitive information
from inappropriate disclosure should be carefully considered, on a case-
by-case basis, together with the benefits that result from the open and efficient
exchange of scientific, technical, and like information’’ (White House, 2002).

The memorandum directed all departments and agencies to ensure that
‘‘they process any Freedom of Information Act request for records
containing such information in accordance with the Attorney General’s
FOIA Memorandum of October 12, 2001, by giving full and careful
consideration to all applicable FOIA exemptions.’’ The memorandum did
not, however, give any definition to this idea of ‘‘sensitive but unclassified’’
information.

At a 2003 meeting of the American Society of Access Professionals
(ASAP) in Washington, Dan Metcalfe,15 one of the co-authors of this
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second memo, emphasized that Justice saw a distinction between ‘‘safe-
guarding’’ information and decisions about ‘‘disclosure.’’ Safeguarding has
to do with identifying information for special attention and treating it
procedurally in a proper manner. When considering disclosure, he referred
to the Attorney General’s October 12, 2001 memo and indicated – in an
audience full of federal government FOIA officers – that agencies should
apply existing law for possible nondisclosure, if they get a FOIA request.
It was clear that disclosure was not encouraged.16

Indeed, in 2003, the DOJ issued guidance based on court decisions that
broadened interpretation of exemptions from disclosure under FOIA.17

Citing the September 11, 2001 attacks, the passage of the Homeland
Security Act, and the creation of the Department of Homeland Security
(DHS), the Guide urged careful consideration before the release of
‘‘sensitive’’ information:

Much greater emphasis is now placed on the protection of information that could expose

the nation’s critical infrastructure, military, government, and citizenry to an increased

risk of attack. As a result of these changes, federal departments and agencies should

carefully consider the sensitivity of any information the disclosure of which could

reasonably be expected to cause national security harm. (DOJ, 2004)
White House Memorandum on ‘‘Sensitive but Unclassified’’ – 2005

In a White House Memorandum issued on December 16, 2005, executive
branch agencies were instructed to develop, by the end of 2006, standardized
procedures to designate, mark, and handle SBU information, and to
forward recommendations for government-wide standards to the Director
of National Intelligence (DNI). The standardization was intended to
promote and enhance the effective and efficient acquisition, access,
retention, production, use, management, and sharing, for handling of
‘‘sensitive but unclassified’’ information (White House, 2005).

Similarly, in a conference report on the Department of Homeland
Security Appropriations Act of 2006, Congress instructed the Department
of Homeland Security to clarify and tighten its procedures for generating
‘‘sensitive security information’’ (SSI), to reduce subjective factors in
marking documents as SSI, and to provide Congress with the titles of all
documents that are so designated:

Because of insufficient management controls, information that should be in the public

domain may be unnecessarily withheld from public scrutiny.’’ The congressional

conferees directed DHS to ‘‘promulgate guidance that includes common but extensive
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examples of SSI’’ so as to ‘‘eliminate judgmenty in the application of the SSI marking.

(H. Rept. 109-241)

In December 2005, Secrecy News reported that a ‘‘U.S. Government
official with subject matter expertise, speaking on condition of anonymity’’
commented on an interagency initiative underway to define and regulate the
category of ‘‘sensitive but unclassified’’ information: ‘‘that is far too big a
task to come to fruition’’ (Aftergood, 2005). Given that agencies were
unable to reach consensus on the definition of terrorism-related Sensitive
Homeland Security Information (SHSI), it will be ‘‘exponentially more
difficult’’ to come to agreement on the vastly larger and more amorphous
domain of ‘‘sensitive but unclassified’’ information.

In April 2006, the Government Accountability Office (2006) reported
agencies used 56 different ‘‘sensitive but unclassified’’ categories to restrict
information. These included such categories as ‘‘sensitive drinking water-
related information,’’ ‘‘not available national technical information
service,’’ and ‘‘protected battery information.’’ GAO found that ‘‘Some of
these marking and handling procedures are not only inconsistent, but are
contradictory,’’ and that ‘‘Many use the same terms, but with widely
different definitions, or use different terminology or restrictive phrases for
what is essentially the same information.’’ Most of the 26 federal agencies
surveyed by GAO reported they had no firm policies for such designations
or individuals specifically authorized to impose them. State and local first
responders told GAO investigators that the multiplicity of designations and
lack of common federal standards ‘‘not only causes confusion but leads to
an alternating feast or famine of information’’ that either left them in the
dark or overwhelmed them with identical information from multiple federal
sources.

In May 2006, Thomas McNamara, who had just recently become
program manger for creating a new national information sharing environ-
ment, told the House Homeland Security Intelligence Subcommittee that
even GAO’s number was too low. He told the lawmakers that he had found
that agencies use at least 65 different categories, and possibly 70. Of these,
only 17 had legal, statutory or regulatory, justification. In his written
testimony he noted that his preliminary assessments show there are no
government-wide definitions, procedures or training for designating
information, and that federal agencies do not have any legal justification
for most information they withhold from the public: ‘‘There is, quite
frankly, much that has no legal basis and doesn’t deserve a legal basis. We
should be getting that stuff out’’ (McNamara, 2006).
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McNamara was expected to make his recommendations in June toward the
standards that were required to be created by the end of 2006. He indicated
that one of his missions was to develop ‘‘a rational, limited set of categories’’ –
as low as six – under which information is withheld. Most information that is
now withheld or would be withheld could then be made public.
Presidential Memorandum on Controlled Unclassified Information – 2008

In May 2008, President Bush issued a Presidential Memorandum that
created a tiered system of designations that relate primarily to the allowable
dissemination of documents and establishes a framework for designating,
marking, safeguarding, and disseminating designated information (White
House, 2008). The stated intent of the Presidential Memorandum was to
standardize control markings and handling procedures across the ‘‘informa-
tion sharing environment,’’ a term codified in Intelligence Reform and
Terrorism Prevention Act of 2004 to indicate the intelligence, law
enforcement, defense, homeland security, and foreign affairs communities.
What Does ‘‘Sensitive but Unclassified’’ Mean?

By 2007, 81% of the over 107 unique markings agencies place on ‘‘sensitive
but unclassified’’ information (now called ‘‘Controlled Unclassified Infor-
mation’’ by the executive branch) are based not on statute or approved
regulations, but are the product of department and agency policies. As
noted by the Information Sharing Environment Program Office (2008),
these policies were created ‘‘without attention to the overall Federal
environment of CUI information sharing and protection.’’

Further, while different agencies may use the same marking to denote
information that is to be handled as SBU, a chosen category of information
is often defined differently from agency to agency, and agencies may impose
different handling requirements. Some of these marking and handling
procedures are not only inconsistent, but are contradictory. Some
protections are necessary for unclassified information, such as personal
privacy information or trade secrets – which are protected by statutes and
exemptions to the FOIA that openly cover them. Ultimately, these efforts to
control and restrict information make it harder for authorities to inform the
public about potential dangers in their own communities and block the free
flow of information necessary in a democratic, open society.
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Where We are in the Obama Administration

Unfortunately, though, the 2008 memorandum did nothing to rein in the use
of these markings; in fact, the memo allowed agency’s to continue to make
control determinations as a matter of department policy – meaning that the
public is given no notice or chance to comment on the proposal. Further,
under the 2008 proposed framework, control designations could easily be
treated as simply another level of classification – reducing the public’s access
to critical information. Moreover, in the current situation, there are no
procedural mechanisms for the review and release of materials thus marked
by government officials. This lack distinguishes it from the national security
classification system and from the exemption system of the Freedom of
Information Act. There are no limits on who can impose these markings or
what they must do (if anything) to justify them. As there is no process for
review and release, there is really no way to appeal the withholding of
information. These control markings create an information black hole into
which both embarrassing or inconvenient information and that which may
need protection for some time-delimited period disappear.

At the writing of this chapter, the Obama Executive Order on Controlled
Unclassified Information has not been released. Rumors abound about
struggles within the executive branch among openness advocates in the
White House and officials within the intelligence and national security
agencies that want to maintain their current ability to create markings as the
need to do so is perceived by them (rather than a central authority housed in
the Information Security Oversight Office at the National Archives and
Records Administration), and to limit access to ‘‘their’’ information.
Outside groups18 are concerned that the scope of the Order will be overly
broad, sweeping FOIA exemptions and other extant and long-standing
disclosure (rather than control) regimes within its scope.
CONCLUSION

It is early days on secrecy reform in the Obama administration. In many
areas, particularly the open government initiatives, the early indications are
very favorable. Where FOIA reform in concerned, the results are decidedly
mixed; good rhetoric but noticeable effects have been fairly limited. Obama
has not to date wielded the signing statement pen excessively or as widely as
did G.W. Bush, but most of his statements also challenge specific provisions
of the law, and assert executive power.
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It is in this area that reform becomes murkier, which is not really a surprise
after the vast expansion of executive power by the Bush-Cheney administra-
tion. The record to date contains more assertions than many in the openness
community would prefer. The statement by Obama in an early executive
order, that only the President may assert executive privilege, is a step in the
right direction. His record in this area could well change if Congress changes
hands and becomes more assertive in requests for information.

The arena of national and homeland security is very mixed in terms of
movement from the stances of the Bush administration. Classification and
declassification initiatives are clearly in the more open column; sensitive but
unclassified/controlled unclassified information is unknown (but dubious).
In each of these cases, challenging and working with and through the
national and homeland security bureaucracies will be the deciding factors in
success in the former and the policy in the latter.

It is in the realm of the state secrets privilege that the current administration
has stayed clearly – to the extent of using the same language – in the secrecy
column. Given the orders of various courts in the several cases, one cannot
help but doubt the harm to national security that the government claims,
despite the Attorney General’s new internal processes and policies. It may
take legislation to change the dynamic and establish some real opportunities
for judicial review incorporating outside analysis of the claims.
NOTES

1. For one examination of access to information in the Bush-Cheney adminis-
tration, see Patrice McDermott (2007).
2. In April 2010, a consortium of volunteers coordinated by OpenTheGovern-

ment.org conducted an evaluation of how the plans submitted by a number of
agencies, in terms of how they met the requirements of the Directive. The evaluations
revealed a wide variation in the quality of the plans – especially in terms of meeting
the requirements for specificity. The results of those evaluations can be found on
Google Sites, ‘‘Evaluating Open Government,’’ available at: http://sites.google.com/
site/opengovtplans/home.
3. One agency’s annual report data was still not available to the public (as of

March 15).
4. Personal experience.
5. During Sunshine Week which begins on James Madison’s birthday, March 16.
6. October 1, 2008 to September 30, 2009.
7. Personal communication through congressional staff.
8. In response, at least in part, to President Obama’s use of signing statements,

S.875, also named the ‘‘Presidential Signing Statements Act of 2009,’’ would prohibit
any state or federal court from relying on or deferring to a presidential signing

http://www.eff.org/deeplinks/2009/01/government-motion-dismiss-al-haramain-spying-case-
http://www.eff.org/deeplinks/2009/01/government-motion-dismiss-al-haramain-spying-case-
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statement as a source of authority when determining the meaning of any Act of
Congress; and require any federal or state court, in any action, suit, or proceeding
regarding the construction or constitutionality, or both, of any Act of Congress in
which a presidential signing statement was issued, to permit the Senate, through the
Office of Senate Legal Counsel, or the House, through the Office of General Counsel
for the House, or both, to participate as an amicus curiae, and to present an oral
argument on the question of the Act’s construction or constitutionality, or both.
9. As of this writing, the archive of the forum is not findable online, apparently

due to a need to remove it from the OSTP server when OSTP was moved to the
White House web architecture. It will be restored on the White House’s architecture
at a future date (Communication with OSTP staff, July 2, 2010).
10. National Archives and Records Administration, available at: www.archives.

gov/declassification/.
11. Much of the material in this section appeared previously in Patrice

McDermott (2007).
12. The concept of ‘‘sensitive but unclassified’’ information has a long history.

This chapter looks only at the G.W. Bush and Obama Administrations. For a more
encompassing history, see Patrice McDermott, op.cit.
13. See www.fas.org/sgp/foia/ashcroft.html; since reversed by the Memorandum

from Attorney General Holder.
14. Exemption 1 applies to records that are ‘‘specifically authorized under criteria

established by an Executive Order to be kept secret in the interest of national defense
or foreign policy andy in fact properly classified pursuant to such Executive
Order.’’ 5U.S.C. y 552 (b)(1).
15. Former co-director of the Office of Information and Privacy (now Office of

Information Policy) at the Department of Justice.
16. Author in audience.
17. On June 25, 2003 officials from the DOJ’s Office of Information and Privacy

and from the National Security Council held a closed conference that was
summarized on the DOJ website, see U.S. Department of Justice, ‘‘FOIA Officers
Conference Held on Homeland Security,’’ FOIA Post, July 3, 2003, available at:
www.usdoj.gov/oip/foiapost/2003foiapost25.htm.
18. Such as OpenTheGovernment.org, the Project on Government Oversight, the

ACLU, OMB Watch, and the Constitution Project.
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