
June 6, 2016

Ms. Erika Brown Lee
U.S. Department of Justice
Privacy & Civil Liberties Office
Attn: Privacy Analyst
1331 Pennsylvania Ave. NW, Suite 1000
Washington, D.C. 20530-0001

RE: Federal Register Comments on the Notice of a Modified Privacy Act System
of Records, “The Next Generation Identification (NGI) System,” JUSTICE/FBI-009

Dear Ms. Brown Lee, 

As a citizen concerned about the right to privacy, and an academic who teaches in 
the area of Information Policy, I write you to share my concern with the Federal 
Bureau of Investigation’s (FBI) proposed rulemaking on the Next Generation 
Identification (NGI) system. The rules, if codified, would allow the FBI to exempt NGI 
from provisions of the Privacy Act of 1974, 5 U.S.C. § 552a. As the Department of 
Justice Web site notes, the Privacy Act “establishes a code of fair information 
practices that governs the collection, maintenance, use, and dissemination of 
information about individuals that is maintained in systems of records by federal 
agencies.” 

The NGI “surveillance” database contains a significant amount of deeply personal 
information about individuals, most who are not suspected of committing any crime.
Furthermore, this information is available for federal, tribal, state, and local law 
enforcement to consult and utilize without an individual's knowledge or consent. I 
suspect this information is also available to private intelligence contractors. I would 
like to remind your Department of The Code of Fair Information Practices (FIPs) as 
outlined by the U.S. Department of Health, Education, and Welfare's Advisory 
Committee on Automated Data Systems. The Advisory Committee was established in 
1972, and its 1973 report, Records, Computers, and the Rights of Citizens is 
credited with leading to the enactment of the Privacy Act. The Advisory Committee 
states “The Code rests on five basic principles that would be given legal effect as 



'safeguard requirements' for automated personal data systems”: 

1. There must be no personal data record-keeping systems whose very existence 
is secret. 

2. There must be a way for a person to find out what information about the 
person is in a record and how it is used. 

3. There must be a way for a person to prevent information about the person that
was obtained for one purpose from being used or made available for other 
purposes without the person's consent. 

4. There must be a way for a person to correct or amend a record of identifiable 
information about the person. 

5. Any organization creating, maintaining, using, or disseminating records of 
identifiable personal data must assure the reliability of the data for their 
intended use and must take precautions to prevent misuses of the data. 

In the spirit of transparency and publicity, I urge the DOJ and FBI to reconsider its 
proposed rules alongside to the the right to privacy as laid out in Records, 
Computers, and the Rights of Citizens (online at: 
https://aspe.hhs.gov/report/records-computers-and-rights-citizens) and as stated 
in the1966 International Covenant on Civil and Political Rights, of which the United 
States became a signatory in 1992.

In sum, I request that FBI amend its rules to create a mechanism for citizens to 
monitor their information held in NGI that is collected in non-criminal contexts. 
Citizens must have the ability to submit a Privacy Act request to obtain details as to 
their personal biometric data is contained in NGI and learn who is reviewing their 
data and why. Moreover, citizens should have the ability to appeal, correct, and 
remove any and all personal information and inaccuracies if they are not under 
investigation. The Bureau – indeed DOJ – must thoughtfully weigh and balance civil 
liberties, human rights, and security against what Judge Thomas M. Cooley described
in 1888 as privacy or the “right to one's person may be said to be a right of complete
immunity: to be let alone.”

Sincerely, 
Susan Maret, Ph.D.

https://aspe.hhs.gov/report/records-computers-and-rights-citizens

